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SECTION: SECURITY 
NEW MORE SOPHISTICATED PHISHING ATTACKS AIMED AT TAX PROFESSIONALS 

Citation: Security Summit Alert: New Two-Stage E-mail Scheme Targets Tax Professionals, 
News Release IR-2017-03, 1/11/17 

Tax season in 2017 is opening with a warning from the IRS about a new email phishing scheme targeting tax 
professionals found in News Release IR-2017-03.  This phishing scheme is more complex than most, as it 
involves a two-step process with the initial email enticing the preparer to respond, at which point the email 
containing the payload is then sent to the professional. 

In the New Release labeled “Security Summit Alert: New Two-Stage E-mail Scheme Targets Tax Professionals” 
the IRS warned about this new scheme in which the party seeking to obtain information from a professional 
poses as a potential new client.  The IRS notes “[t]he scheme's objective is to collect sensitive information that 
will allow fraudsters to prepare fraudulent tax returns.” 

The IRS describes the scam as follows: 

These latest phishing emails come in typically two stages. The first email is the solicitation, which asks 
tax professionals questions such as "I need a preparer to file my taxes." If the tax professional responds, 
the cybercriminal sends a second email. This second email typically has either an embedded web 
address or contains a PDF attachment that has an embedded web address. 

In some cases, the phishing emails may appear to come from a legitimate sender or organization 
(perhaps even a friend or colleague) because they also have been victimized. Fraudsters have taken 
over their accounts to send phishing emails. 

The tax professional may think they are downloading a potential client's tax information or accessing a 
site with the potential client's tax information. In reality, the cybercriminals are collecting the preparer's 
email address and password and possibly other information. 

The IRS provides the following suggestions on how to deal with the problem of unsolicited emails: 

The IRS urges tax professionals and tax preparation firms to consider creating internal policies or obtain 
security experts' recommendations on how to address unsolicited emails seeking their services. 

One tip: Never respond to or click on a link in an unsolicited email or PDF attachment from an unknown 
sender. As the IRS, states and the tax industry make progress in the fight against identity theft, 
cybercriminals are becoming more sophisticated in their efforts to steal additional client information. 
Criminals need more data in their effort to impersonate clients and file fraudulent returns to claim 
refunds, and schemes like this can help in this effort. 

Separately, Citrix emailed a notice to those using its Sharefile service last week that it had become aware of 
emails being sent that appeared to be Sharefile emails giving a link to a file a party had uploaded to the service.  
In reality these emails did not originate from Sharefile and if a recipient clicked on the link he/she would be sent 
to a site hosted in Poland at which point the payload would be delivered to the user’s computer.   

While Citrix has given notice to the service that hosted the fraudulent site to get it taken down, clearly the parties 
involved will simply need to take over another hosted account to continue the fraud.   

I have received a similar email sending in a “signed organizer” that claimed to come from another major secure 
file transfer site (SmartVault).  That one also contained a clickable “download” link that forwarded to a server in 
Poland so it seems likely this scam is the same one that Citrix was warning about. 

Not surprisingly those looking to commit refund fraud are resorting to more sophisticated methods to obtain 
information to allow their fraudulent returns to evade tax agency screens and obtaining information that let them 
pose as a legitimate professional with a long history of using efile to send legitimate returns is an obvious step 
to take. 

https://www.irs.gov/pub/irs-news/ir-17-003.pdf
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The best way to avoid this problem is simply not to click on the links in the emails you receive, as inconvenient 
as that may be.  That’s true even if the link claims to be coming from an existing client.  Instead go directly to 
your secure transfer service’s website, log in, and then check for new uploads on what you know is the actual 
server (be it for Sharefile, SmartVault or whatever system you are using). 

But aren’t you protected if you have security software on your system?  Unfortunately the answer is no.  Security 
suites, including those that look for suspicious emails, are always one step behind those attempting such 
attacks—and, in fact, such attacks are generally first tested against the major security suites to insure the email 
won’t set off alarms. 

Another option that is a real pain to implement but which clearly increases security is to have a machine not 
running Windows and not logged onto your network’s servers initially retrieve all such information.  For instance, 
a Chromebook or a laptop running a Linux distribution (like the one I’m writing this article on) could be used to 
download attachments and clear them before allowing them on the main network.  While this does not stop 
phishing where credentials are entered, and it does block malware from being installed.  First, such malware is 
almost always going to aimed at flaws in the operating system that is expected to be in use (Windows) and 
second, with your system not connected to your network there’s really nowhere for the malware to install itself 
to get data off of your servers. 

But, ultimately, advisers simply are going to need to be alert to the fact that every email should be treated as a 
potential attack on your systems to steal client information.  While clicking links in emails to get client information 
may be convenient, it seems it is simply becoming too dangerous to treat as acceptable for a practice. 

SECTION: 61 
IRS SETS ANNUAL LIMITS ON VALUE OF VEHICLES FOR CENTS PER MILE AND FLEET-
AVERAGE VALUATION RULE 

Citation: Notice 2017-3, 1/6/17 

In Notice 2017-3 the IRS has set the maximum values for 2017 for employer provided vehicles under which the 
cents per mile method (Reg. §1.61-21(e)) or fleet-average valuation rule (Reg. §1.61-21(d)) may apply. 

The maximum value of vehicles for which the cents per mile method may be used for 2017 is: 

 $15,900 for a passenger automobile 

 $17,800 for a truck or van. 

The maximum value of vehicles for the fleet valuation rule for 2017 is: 

 $21,100 for a passenger vehicle 

 $23,300 for a truck or van. 

SECTION: 511 
FEES CHARGED FOR EXEMPT PURPOSE RELATED SERVICES TO OTHER 
ORGANIZATIONS DID NOT CREATE AN UNRELATED TRADE OR BUSINESS 

Citation: PLR 201701002, 1/6/17 

In response to a letter ruling request, the IRS ruled in PLR 201701002 that the income to be received by a private 
operating foundation were related to the organization’s exempt purpose.  Thus, the foundation would not be 
subject to either the unrelated business income tax nor the excess business holdings tax. 

http://www.irs.gov/pub/irs-wd/201701002.pdf
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The letter ruling describes the organization’s exempt purpose as follows: 

The Foundation is a tax-exempt organization described in section 501(c)(3) of the Code and classified 
as a private operating foundation under sections 509(a) and 4942(j)(3). It was formed for the charitable 
purpose of improving the lives of low income children and their families in State. The Foundation 
represents that, among other exempt activities, it furthers this charitable purpose through the collection, 
analysis, interpretation, and sharing of City metro region neighborhood data to improve community 
decision-making. 

The organization has a comprehensive data collection and summary operation, making neighborhood data 
available through a searchable database tool.  But sometimes the organization is asked for “technical assistance” 
from social sector organizations (nonprofits, foundations, government agencies, and community organizations) 
to obtain information not readily available from the tools it makes available on its website. 

The ruling notes: 

The Foundation represents that a client social sector organization seeks technical assistance because 
it does not have the in-house technical or subject-matter expertise to run the type of analysis it is 
requesting. 

A social sector organization seeking the Foundation's services initiates a project request to the 
Foundation. The Foundation represents that it administers an extensive screening process similar to its 
grant making screening process to ensure that each project it agrees to undertake for a client social 
sector organization will provide information and insight to advance the Foundation's mission, in addition 
to ensuring that the services will be provided only to those specific social sector organizations that are 
focused on improving the lives of low-income children and their families. 

The Foundation represents that, except in the case where there are privacy restrictions on the data 
source, all of the data and information provided by the client for the project is added to the Foundation's 
repository for use in other projects as needed by the Foundation. The Foundation represents that these 
projects provide the Foundation with data about the health and well-being of City metro region children, 
their families, and their communities so that the Foundation can better understand community needs 
and highlight the greatest potential for impact. The additional data informs the Foundation's grantmaking 
activities and assists the Foundation with tracking community change occurring as a result of its funding 
efforts. The Foundation represents that completed projects are made available to the public on its 
website. 

Unfortunately, the organization discovered such specialized work often was costly and would like to charge 
something for this work.  The request goes on to note: 

The Foundation previously absorbed all costs of providing technical assistance, but absorbing all costs 
severely limits the number of projects that the Foundation engages in each year. In order to enable it to 
engage in more projects that bring in valuable new data and identify research questions not previously 
explored, the Foundation proposes to charge a “reasonable fee” for technical assistance requests. The 
Foundation will not charge for requests that require less than four hours of staff time. In addition, the 
Foundation represents that it will scope its pricing in alignment with clients' ability to pay. The Foundation 
represents that, on a case by case basis, it will charge fees less than cost. 

The Foundation will continue to perform certain data activities without charge, including making data 
publicly available through its web-based searchable database tool, engaging in local and national 
partnerships to improve the data repository, and encouraging data-based decision-making. 

The Foundation represents that, if it accepts a technical assistance request, the contract between the 
Foundation and the client social sector organization will provide that the client will not use the resulting 
product or information for any purpose other than the exempt purpose for which the Foundation agreed 
to provide the product or information, and will not resell the product or information. 
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The IRS first rules on whether this will generate unrelated business taxable income (UBIT) under IRC §511 due 
to this being an unrelated trade or business as defined in IRC §513. 

The ruling begins by noting: 

In this case, the Foundation's technical assistance services are substantially related to the performance 
of its exempt functions. The services are part of the organization's exempt data activities. The 
Foundation's screening process ensures that it only undertakes projects that will provide valuable 
research and data to serve its charitable mission of improving the lives of low income children and their 
families. Performing the data analysis and interpretation services related to each project gives the 
Foundation access to new data and identifies new research questions related to its charitable mission. 
The Foundation makes the results of each project publicly available on its website. It also requires that 
its clients never sell the results of any project or use the results for any purpose other than the exempt 
purpose for which the Foundation agreed to provide its products or services; namely, to improve the 
lives of low income children and their families. 

The IRS also distinguishes this case from what some might have viewed as similar situations that were found to 
create unrelated trades or businesses: 

The Foundation is not like the organizations in B.S.W. Group, Inc . v. Commissioner and Rev. Rul. 72-
369, because its technical assistance services have a primarily charitable purpose and differ from those 
available through commercial ventures. In B.S.W. Group, Inc., as in Rev. Rul. 72-369, the consulting 
services served the individual needs of the clients, but the services themselves were not inherently 
charitable, nor did they further the charitable purpose of the organization itself. In this case, the technical 
assistance services themselves further charitable purposes. Further, providing the technical assistance 
furthers the Foundation's own charitable purposes because the Foundation uses resulting data and 
analysis for its own research and grantmaking purposes, in addition to assisting client social sector 
organizations to perform their own charitable activities. In addition, the Foundation's services differ from 
those commercially available because the Foundation has access to raw data that is not available to 
commercial ventures and its activities are performed by employees of the Foundation who have 
developed particular knowledge and extensive understanding of issues facing low income children and 
their families in City metro region and perform such functions as part of other activities that further the 
Foundation's exempt purposes. Finally, unlike the organization in B.S.W. Group, Inc., which did not 
appear to charge any fee less than cost, and the organization in Rev. Rul. 72-369, which charged fees 
at cost, the Foundation will determine on a case-by-case basis whether to charge a fee below cost to 
complete the project. 

The IRS concludes that the foundation does not have an unrelated trade or business under IRC §513 and is 
therefore not subject to the unrelated trade or business tax found at IRC §511 on this income 

The ruling next looks at whether the foundation will run afoul of the excess business holdings tax of IRC §4943.  
IRC §4943(d)(3)(A) excludes from the definition of a business enterprise for this purpose a functionally related 
trade or business as defined by IRC §4942(j)(4). 

The ruling notes: 

Section 4942(j)(4) defines a “functionally related business” as: (1) a trade or business which is not an 
unrelated trade or business (as defined in section 513); or (2) an activity which is carried on within a 
larger aggregate of similar activities or within a larger complex of other endeavors which is related (aside 
from the need of the organization for income or funds or the use it makes of the profits derived) to the 
exempt purposes of the organization. 

In this case, the technical assistance services constitute a “functionally related business” because they 
are a trade or business which is not an unrelated trade or business as defined in section 513 of the 
Code. Thus, the Foundation will not be subject to tax under section 4943(a). 
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SECTION: 2001 
TRANSCRIPTS CAN SERVE AS EQUIVALENT OF ESTATE CLOSING LETTERS PER IRS 

Citation: Notice 2017-12, 1/6/17 

The IRS continues its apparent push to get out of the business of issuing closing letters for estates by issuing 
guidance in Notice 2017-12 that states that estates and their authorized representatives can request an account 
transcript in lieu of a closing to confirm that an IRS examination of the estate is completed and closed. 

Back in mid-2015 the IRS stopped routinely issuing estate closing letters.  As the notice explains: 

Prior to June 1, 2015, the IRS issued an estate tax closing letter for every estate tax return filed (except 
in the case of an estate tax return filed for the purpose of electing portability under § 2010(c)(5)(A) when 
the estate had no filing requirement under § 6018(a) and the portability election was denied). However, 
for estate tax returns filed on or after June 1, 2015, the IRS changed its policy and now will issue an 
estate tax closing letter only at the request of an estate, which request is to be made at least four months 
after the filing of the estate tax return. 

The notice points out that various parties in the past (including executors and probate courts) have relied upon 
closing letters to confirm that the IRS has completed its examination of the estate and the IRS file has been 
closed.  While noting that closing letters may still be obtained, though only upon specific request, a transcript 
may substitute for the closing letter.  The notice also points out the transcript is available at no charge. 

The notice gives the following explanation of a transcript: 

An account transcript is a computer-generated report that provides current account data. The 
information reported on an account transcript includes, but is not limited to, the return received date, 
payment history, refund history, penalties assessed, interest assessed, the balance due with accruals, 
and the date on which the examination was closed. An account transcript presents this account data by 
including transaction codes together with the descriptions of those codes. An account transcript that 
includes transaction code "421" and the explanation "Closed examination of tax return" indicates that 
the IRS's examination of the estate tax return has been completed and that the IRS examination is 
closed. Thus, the issuance of an estate tax closing letter and the entry of code "421" on the estate's 
account transcript each independently confirms that the IRS's examination of the estate tax return has 
been completed, and may be reopened to determine the estate tax liability of a decedent only in the 
circumstances described in both the closing letter and Rev. Proc. 2005-32. Accordingly, an account 
transcript showing a transaction code of "421" can serve as the functional equivalent of an estate tax 
closing letter. 

The notice goes on to give the details of how the transcript can be requested: 

Estates and their authorized representatives may request an account transcript by filing Form 4506-T, 
Request for Transcript of Tax Return. Currently, Form 4506-T can be filed with the IRS via mail or 
facsimile (per the instructions on the form). Although account transcripts for estate tax returns are not 
currently available through the IRS's online Transcript Delivery System, the IRS website, www.irs.gov, 
will have current information should an automated method become operational. To allow time for 
processing the estate tax return, requests should be made no earlier than four months after filing the 
estate tax return. 

The IRS will continue to issue estate closing letters on request and the notice concludes by giving information 
on that process: 

For those who wish to continue to receive estate tax closing letters, estates and their authorized 
representatives may call the IRS at (866) 699-4083 to request an estate tax closing letter no earlier than 
four months after the filing of the estate tax return. 

 

https://www.irs.gov/pub/irs-drop/n-17-12.pdf
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